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Abstract. As devicesandoperatingvoltagesarescaleddown, futurecircuitswill
be plaguedby highersoft error rates,reducednoisemargins anddefective de-
vices.A key challengefor the future is retaininghigh reliability in thepresence
of noise.Probabilisticcomputingoffers one possibleapproach.In this paper,
we presenta probabilisticdesignmethodologyfor nanoscalecircuits basedon
Markov random�elds (MRF).TheMRF approachcanexpressarbitrarylogic cir-
cuitsandthelogic operationis achievedby maximizingtheprobabilityof correct
statecon�gurationsin the logic network dependingon the interactionof neigh-
boringcircuit nodes.Thecomputationproceedsvia probabilisticpropagationof
statesthroughthecircuit. Althoughour approachis not technology-speci�c,we
have initially focusedefforts on implementingour probabilisticframework onto
CMOS technology. The MRF logic is implementedin modi�ed CMOS-based
circuitry thattradesoff circuit areaandoperationspeedfor fault tolerance,noise
immunity, andlower power dissipation.In this paper, we presentsimulationre-
sultsfor bothcombinationalandsequentialprobabilisticcircuitsandshow greatly
improvednoiseimmunity. TheMRF framework extendsto all levelsof a design,
whereformally optimumprobabilisticcomputationcanbeimplementedasanat-
uralelementof theprocessingstructure.

1 Intr oduction

As CMOS technologydownscales,circuit designershave to contendwith defective
devicesoperatedin anoisysignalenvironmentat low VD D [1]. Theresultingreduction
in noisemarginswill exposecomputationto highersofterrorrates,impactingtheviable
microarchitectureapproachesof thefuture.Thus,it is unlikely thatthecircuit designers
of thefuturewill beableto assumeerror-freeoperationat thedevicelevel.Probabilistic
computingoffersonepossiblesolution.

In thispaperwedescribeourapproachfor mappingcircuitsontoCMOSusingprin-
ciplesof probabilisticcomputation.In particular, wedemonstratehow Markov Random
Fieldelementsmaybebuilt in CMOSandusedto designcircuitsbothwith andwithout
memoryelements.We show that with our new designstrategy, our circuits can op-
erateat highly noisy conditionsandprovide superiornoiseimmunity, andat reduced
power dissipation.If extendedto morecomplex circuits,our approachcould leadto a
paradigmshift in computingarchitecturethatwouldstill becompatiblewith real-world
technology.



2 Mark ov RandomFields

Fig.1. A logic circuit andits dependencegraphfor a simpleMarkov random�eld.

Futurenanoscalesystemare going to be facedwith many reliability challenges.
Thesesystemscanexpectthe frequentoccurrenceof bothsoft faultsdueto noiseand
signalcoupling,andhardfaultsdueto processvariationsanddefects.As a result,we
proposea new approachto thedesignandoperationof logic circuitsandarchitectures
basedon Markov RandomFields.Underthis framework, logic statesareconsideredto
be randomvariables,andoneno longerexpectsa correctlogic signalat all nodesat
all times,but only that the joint probabilitydistribution of signalvalueshasthehigh-
estlikelihoodfor valid logic states.Markov RandomFieldshavebeenusedextensively
in otherareasoutsideof logic design,mostnotablypatternrecognitionandcommuni-
cation,asa way of effectively handlingfault-pronedata.Its successfulapplicationto
suchproblemsled to our explorationof its applicationto logic designaswell. In the
following paragraphs,we provide a brief introductionto Markov RandomFields,and
how they maybeusedto describecircuit behavior.

TheMarkov RandomField de�nes a setof randomvariableswhich caneachtake
on variousvaluesand interactwith other similar randomvariablesin a �nite neigh-
borhood[2]. Logic circuits canbe expressedin termsof suchneighborhoodsandthe
interactionof the logic statesandvariablescanberepresentedasa dependencegraph.
Figure1 shows a simplemulti-level circuit and its correspondingdependencegraph.
In this case,thegraphis equivalentto a Markov random�eld, wherethenodesarethe
randomlogic variablesandtheedgesaretheconditionaldependenciesbetweenthevari-
ables.It is importantto notethatthereis nonotionof directedlogic �o w andcausality,
just statisticaldependence.For instance,if theoutputof the �rst AND gateis at logic
1, thenboththeinputsareconstrainedto beat logic 1 — i.e. thereis a (backward)sta-
tisticaldependency betweentheoutputstateandtheinputstate.All thelogic variables,
f s0; s1; s2; s3; s4; s5g, in theexample,arevarying in a randommannerover therange
of the logic signal levels. The correctlogic statesarethosethat maximizetheir joint
probability, i.e.,thecorrectlogic operationfor theexamplecorrespondsto thevariables
thatmaximize,p(s0; s1; s2; s3; s4; s5).



In thegraphof Figure1, threedistinctsetsof cliques(i.e.,thesetsof fully connected
subsetsof thenodesin thegraph)f s0; s1; s3g, f s2; s3; s4g, f s4; s5gareobserved.These
cliquesrepresentthelocalstatisticaldependenciesof thelogic states.Thecrucialfactor
for probabilisticcircuit designis thatthefull setof nodes(logic variables)in thecircuit
canbe factoredinto a productof joint probabilitiesin the setof cliquesthat describe
thelocal interactions.UsingtheHammersley Clifford theorem[3], thejoint probability
distributioncanbewrittenas,

p(S) =
1
Z

Y
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� U ( s c )

U 0 (1)

whereS is thesetof all nodesin the dependencegraph,C is the setof cliques,sc is
thesetof nodesin acliquec, U(sc) is thecliqueenergy function,andU0 is anabstract
term that de�nes the sharpnessof the probability distribution. The term Z is called
thepartition functionandis aconstantrequiredto normalizetheprobabilityfunctionto
[0,1]. Notethatalthoughcliqueenergy mayhaveaphysicalrealizationfor ourpurposes
we interpretthis asa logic compatibilityfunction.

3 Building MRF Elementsin CMOS

For theMRF modelto bemappedontoaCMOScircuit, werequiretwo essentialingre-
dients:

– Eachlogic state,X i , shouldberepresentedasabistablestorageelement, takingon
logical valuesof ”0” an ”1” with equalprobability. The probability for any other
signalvalueshouldbelow.

– The constraintsof eachlogic graphclique shouldbe enforcedby feedback to the
appropriatestorageelements,implementingthe logic compatibility functionsto
maximizethejoint probabilityof thecorrectlogical values.

The�rst requirementinsuresthattheMRF logic statesaremaintainedsothatthecon-
ditional probabilitiesamongthe neighboringelementscan propagate. The feedback
paths,requiredby the seconddesignprinciple,arebasedon conditionalprobabilities
andinsurethatthecorrectlogic stateis themostprobablestate.

Considerthetruthtableof atwo-inputNAND gateshown in Table1.All valid states
in the tablearelabeledwith f =1 while the invalid input-outputpairsarelabeledwith
f =0. By summingover all valid states,the logic compatibility function or the clique
energy functionof theNAND2 gatecanbeobtainedas:

Uc(x0; x1; x2) = x0
0x0

1x2 + x0
0x1x2 + x0x0

1x2 + x0x1x0
2 (2)

Thisequationfor theNAND gatecanbere-expressedas:

Uc(x0; x1; x2) = (x0
0 + x0

1)x2 + x0x1x0
2 (3)

Usingthis factoredform of Equation2, amappingof theNAND gatecanbecreatedas
shown in Figure2.



x0 x1 x2 f

0 0 0 0
0 0 1 1
0 1 0 0
0 1 1 1
1 0 0 0
1 0 1 1
1 1 0 1
1 1 1 0

Table 1. The logic compatibility tablefor a two-inputNAND gateasa functionof all possible
input-outputpairs.

Fig.2. An MRF NAND gateimplementation.Theinputsarex0 andx1 , theoutputis x2 .

The mappingconsistsof a OAI (OR-AND-INV) gateimplementingthe �rst term
(x0

0 + x0
1)x2 anda 3-input staticCMOS NAND gate implementingthe secondterm

x0x1x0
2. Usingthisfactorizationtechnique,higherfan-incircuitscanbecreatedwithout

exponentiallyincreasingthecircuit areaandcomplexity.
We simulatedtheMRF NAND gatein SPICEusingthe70 nm Berkeley predictive

technologymodel [4] at VD D = 0:15V and T = 100� C. The useof subthreshold
VD D allows usto show theadvantageof probabilisticcomputationin ultimateCMOS
devices andalso to capturethe noisemargin reductiondue to thermalnoiseeffects,
electromagneticcoupling,hot-electroneffectsaswell asthresholdvariations.For our
simulations,noiseis modeledusing a 60mV RMS Gaussianmodel,which is of the
orderexpectedfor ultimateCMOS [5]. The simulationof the optimizedNAND gate
subjectedto uncorrelatednoisy inputsis shown in Figure3. As canbe seenfrom the
�gure, the outputof a regular staticCMOS NAND gate is very noisy, renderingthe
gateunusable.However, the MRF NAND gateprovidesstablevoltageoperationand
excellent noiseimmunity, similar to the mappingpresentedin [5], but at a reduced
transistorcount.



Fig.3. Simulationof regularstaticCMOSNAND andMRF NAND gatein presenceof noise.

std.gatesMRF mapping

1-input 20
2-input 28
3-input 36
4-input 44
5-input 48

Table2. Comparisonof transistorcountsfor multiple-inputstandardMRF elements.

Table2 shows the transistorcountsfor differentgates(given asa function of its
inputs)mappedinto MRF elements.For all MRF elements,the feedbackcomponents
mustbe sizedslightly larger to eliminatethe possibility of any metastablestatesthat
mightarisedueto contentionbetweentheinputandfeedback.

The fan-inof theMRF elementsis limited only by themaximumnumberof tran-
sistorsconnectedin seriesin their transistor-level implementations.For instance,in the
2-inputMRF NAND elementshown in Figure2,a3-highstackis requiredto implement
theOAI gatewithin theelement.In general,anN -inputMRF elementwould requireat
most(N + 1) transistorsin seriesin thetransistor-level implementation.For practical
purposes,wemayneedto limit themaximumstacksizeof thecircuit to four transistors.

We have alsocomparedthepower dissipationof MCNC'91 combinationalbench-
mark circuits mappedonto both our MRF elementsoperatingat 150mV andregular
staticCMOS gatesrunningat 1V (the expectedVD D for 70nmtechnology). Prelim-
inary simulation resultsshow that our MRF approachprovides a signi�cant power
advantage—around33%reducedpower dissipation,on average—forcircuitscontain-
ing over1000gates[6].



4 Applying the MRF Approachto SequentialLogic

The designsdescribedso far areapplicableto combinationalcircuits. However, note
that a staticcombinationalgatealwayshasavailable input andoutputvariablesso a
compatibilityfunctionor logic graphcliquebasedon theconstraintsbetweeninputand
outputcaneasilybe constructed,therebyexploiting causalitywhengeneratingfeed-
back.However, in thecaseof sequentiallogic, wheresignalsarelatchedinto memory
elements,this notion of causalityis lost at the clock edgeboundary, so a somewhat
differentapproachis needed.

In order to betterunderstandour approachfor handlingsequentiallogic we �rst
brie�y describetraditional approachesthat increasereliability against soft errorsby
employing spaceredundancy, suchasNAND multiplexing [7], triple-modularredun-
dancy [8], N-modularredundancy andcascadedtriple-modularredundancy [9]. Triple
modularredundancy (TMR) usesthreecopiesof thesamemoduleworking in parallel.
Theoutputsof themodulesaresentto amajorityvoting logic. Themodulescanbeata
singlegate,logicalblockor functionalunit dependingon theamountof errortolerance
requiredin thesystem.While TMR providesrelief from errorcausedin a singleunit,
errorin two or moreof thethreemoduleswill causethelogic to fail. TheTMR process
canberepeatedby takingeachTMR moduleasa singlemodule,makingthreecopies
andthencombiningtheoutputsof theindividualTMR unitswith anothermajoritygate.
This methodof redundancy is calledcascadedTMR (CTMR). A TMR canbeconsid-
eredto bea 0th orderCTMR. While TMR andCTMR greatlyincreasethe reliability
of thesystemin thepresenceof transientfaults,themainassumptionmadein all these
redundancy processesis that the�nal majority voting gateis perfectandfreefrom the
samefailuresthattherestof thecircuitry is facing.

We have extendedtheprobabilisticapproachdescribedin theprevioussectionsto
createnew MRF elementsto handlesoft errorsandsingleevent upsetsin sequential
logic. Theideasis thesameasfor combinationallogic: reinforcethemostprobabilisti-
cally correctstateandprevent the logic from takingon erroneousvalues.However, to
reinforcecorrectstatebehavior for sequentiallogic, weresortto stateduplicationin or-
derto createconstraintsfor thelogic graph.Unlikepreviousapproachesbasedonspace
redundancy, our proposedmechanismis a feedbackbasedreinforcer that canoperate
without requiringthatany partof thecircuit befreefrom softerrorsor upsets.Whatwe
reinforcethroughfeedbackis thevalueof thedominantstateassignment.

Considera simplethree-nodenetwork: s0; s1 ands2 whereeachnodeis supposed
to maintaina given logic value.In the ideal case,whereall threenodeseitherstorea
logic oneor a logic zerostate,thesuccessfuloperationof thegateis designatedby the
compatibility functionf (s0; s1; s2) asshown in Figure4. Herewe list all thepossible
states:valid stateswith f = 1 andinvalid stateswith f = 0. Thelogic compatibilityor
thecliqueenergy [10] of thefunctioncanbeobtainedby summingoverall valid states.

Uc = (s0s1s2 + s0
0s0

1s0
2) (4)

Using this logic compatibility function derived in Equation4 our goal is to createa
CMOSmappingthatwill ensurethatthejoint probabilityof thethreestatescorrespond-
ing to thevalid logicaloperationis maximized.Following therecipefor mappingMRF



Fig.4. Thelogic compatibilityfunctionfor thethree-statereinforcerwith all possiblestates.

networksinto CMOSstructures[5], theMRF implementationof thereinforceris shown
in Figure5. Whena singleeventupsetoccurs,theerrorwill changethevaluestoredin

Fig.5. A circuit encodingfor theMRF reinforcer. Thereinforcercorrectsthevalue(shown by an
arrow) atnodes2 which initially deviatedfrom its correctstate.

oneof the threeelements,causingan instability in the MRF system.The circuit then
correctstheoffendingnodeby providing correctfeedbackto it. While amajorityvoting
mechanismwould alsobe effective in handlinga singleevent upsetat a singlenode,
thanmainadvantageof thereinforcertraditionalredundancy schemesis its toleranceto
noise.

Thesimulationsof theMRF reinforcer, thestandardmajority gatebasedTMR and
the1st-orderCTMR is presentedin Figure6. Thesimulationresultsarefor all possible
combinationsof the threetriplicatedinputs.Given perfectconditions,all threeinputs
would be the same;however, in the presenceof extremenoiseandsingle-bit errors,
any of theeight input casesarelikely. While all threedesignsareequallygoodat han-
dling singleeventupsetsin anoise-freeenvironment,only theMRF reinforcerperforms
remarkablywell undernoisyconditions.



Fig.6. StandardCMOSmajoritygateandMRF reinforceroperationat subthresholdsupplyvolt-
age.TheMRF reinforceroutputis stable,whereastheTMR and1st -orderCTMR switchbetween
correctandincorrectoutputvalues.

We have alsoextendedtheideaof theMRF reinforcerto protectlargerdatasetsin
amemorystructureusingHammingerrorcorrectingcodes[11]. TheMRF ECCdiffers
from traditionalECCin two fundamentalways:(i) bothdataandparity bits aretreated
equallyin theMRF graphnode,and(ii) errordetectionandcorrectionis donenaturally
in thesystemwithoutexplicit decoding.

A (6,3)codehasaminimumHammingdistanceof 3 for thedetectionandcorrection
of all one-biterrors.Givena setof databits d2, d1 andd0, the threeparity bits p2,p1

andp0 canbecomputedfrom thefollowing setof constraintequations,

d2 � d0 = p2

d2 � d1 = p1

d1 � d0 = p0 (5)

Theseconstraintequationscanbeusedto generateall possiblecodewordsfor the(6,3)
Hammingdecoder. Thegeneratedcodewordsareshown in Table3.

Traditionalmethodsof Hammingdecodingproceedby �rst computingasyndrome,
locatingtheerrorpositionbasedonthesyndromegeneratedandthenexplicitly correct-
ing theerroneousbit. However, dueto all nodesinteractingwith eachotherandbeing
interdependent,explicit locationandcorrectionof single-biterroris notrequiredfor the
MRF approach.If anerroroccurson any of thedataor theparity bits, feedbackfrom
all theothererror-freenodesallows thecircuit to correctthenodewith theerrorback
to thecorrectstatewithoutexplicit identi�cation of theerroneousnode.

Thecodeword shown in Table3 canbeconsideredasthecompatibilityfunctionof
the MRF Hammingdecoder;a uni�ed constraintequationcanbe generatedfrom the



d2d1d0 p2p1p0

0 0 0 0 0 0
0 0 1 1 0 1
0 1 0 0 1 1
0 1 1 1 1 0
1 0 0 1 1 0
1 0 1 0 1 1
1 1 0 1 0 1
1 1 1 0 0 0

Table3. Codeword for (6,3)HammingECCscheme.

table,aswasdonein [11]. Alternatively, a CMOSmappingcanbeobtainedusingthe
individualconstraintequationsratherthantheuni�ed equation.Considerthe�rst of the
threeequationsfrom Equation5 whered2 andd0 areXORedto get p2. This relation
canbeexpandedandwritten asthecompatibility functionsimilar to theoneshown in
Equation2.

Uc(d2; d0; p2) = d0
2d0

0p0
2 + d0

2d0p2 + d2d0
0p2 + d2d0p0

2 (6)

Theconstraintequationfor theremainingtwo parityequationscanbewrittensimilarly.
We now take thesethreeseparateconstraintequationsandcreatethecircuit shown in
Figure7. Thecircuit consistsof storage nodes, oneeachfor d2, d1, d0, p2, p1, p0 and
theircomplements.Thestablestatesof thesenodescorrespondto themaximumproba-
bility con�gurationsof thevariables.Thetopfour NAND gatesshown in thecircuit are
for themintermsof the�rst parity equationandtheremainingfor thesecondandthird
equations.Thefeedbackto d2 comesfrom themintermscontainingits complementin
the�rst equationaswell asthetermsof thesecondone.Similarly for d1 andd0.

TheCMOSrepresentationshown in Figure7 guaranteesthattheprobabilitydistri-
bution of the valid codewordsis maximized.On a single-biterror, the distribution of
theincorrectcodeword is closerto oneof thevalid codewordsbecauseof theHamming
distanceconstraint.Whenanerroroccursin thestoragenodes,interactionbetweenthe
differentnodescausesthesystemto beunstableandeventuallygainsstability by forc-
ing theincorrectnodeto its correctvalueusingthefeedbackpath.If noerroris present,
the feedbackpath just reinforcesthe correctvaluesback to the nodes.Note that the
feedbackis in contentionwith theinputvaluesto thenodes.In ourdesign,thefeedback
gatesaresizedslightly larger to prevent any metastablestatesthat might arisedueto
this contention.

We have comparedvia SPICEsimulationour proposedMRF approachto thatof a
traditionalECCimplementationin CMOSin termsof transistorcountandpowerdissi-
pation.Our mappingis comparableto theareaof thetraditionalsyndromedecoder. In
addition,thepower for noisyconditionsshows thattheregularsyndromedecoderuses
slightly morepower comparedto our MRF mapping.This is attributedto the fact that
thenoisetoleranceand�ltering propertyof the MRF reducesthe short-circuitpower.
Weemphasizethatthetraditionalschemewouldnotbeableto operatecorrectlyatsuch
low-voltageandhigh noiselevels.Hencewe alsosimulatedthe traditionalHamming



Fig.7. Circuit schematicfor a new mappingof MRF (6,3)Hammingdecoder.

decoderat the recommendedpower supplyof 1V wherethe signalto noiseratio was
much higher, leadingto reliable computation.The addedreliability with increasein
power supplyvoltagecamewith a 12X power overheadcomparedto our MRF tech-
nique[6].

5 Conclusions

As device aresizeddown to thenanoscaleandsupplyvoltagescaledown below 0.5V,
circuit designswill needto accountfor signi�cant signalnoisein order to guarantee
reliablecomputation.We have demonstratedthat probabilisticcomputationbasedon
MRF principlesmay be implementedef�ciently in CMOS circuitry for both combi-
nationalandsequentialcircuits. The MRF techniqueprovidesenhancedreliability at
lower powerconsumptionwith reasonableareaoverhead.
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