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Abstract. As devicesandoperatingvoltagesarescaleddown, futurecircuitswill
be plaguedby higher soft error rates,reducednoise mamgins and defective de-
vices.A key challengefor the futureis retaininghigh reliability in the presence
of noise. Probabilisticcomputingoffers one possibleapproach.n this paper
we presenta probabilisticdesignmethodologyfor hanoscaleircuits basedon
Markov random elds (MRF). TheMRF approacttanexpressarbitrarylogic cir-
cuitsandthelogic operationis achiezedby maximizingthe probabilityof correct
statecon gurationsin the logic network dependingon the interactionof neigh-
boring circuit nodes.The computatiorproceedsia probabilisticpropagtion of
stateshroughthe circuit. Although our approachs not technology-speci cwe
have initially focusedefforts on implementingour probabilisticframevork onto
CMOS technology The MRF logic is implementedin modi ed CMOS-based
circuitry thattradesoff circuit areaandoperationspeedor faulttolerancenoise
immunity, andlower power dissipation.In this paper we presentsimulationre-
sultsfor bothcombinationahndsequentiaprobabilisticcircuitsandshav greatly
improvednoiseimmunity. The MRF framework extendsto all levelsof adesign,
whereformally optimumprobabilisticcomputatiorcanbeimplementedasa nat-
ural elementof the processingtructure.

1 Intr oduction

As CMOS technologydownscalescircuit designershave to contendwith defectve
devicesoperatedn anoisysignalernvironmentatlow Vp p [1]. Theresultingreduction
in noisemaginswill exposecomputatiorto highersofterrorratesjmpactingtheviable
microarchitecturapproachesf thefuture. Thus,it is unlikely thatthecircuit designers
of thefuturewill beableto assumerrorfreeoperatioratthedevice level. Probabilistic
computingoffersonepossiblesolution.

In this papemwe describeour approactor mappingcircuitsontoCMOS usingprin-
ciplesof probabilisticcomputationin particular we demonstratbow Markov Random
Field elementsnaybebuilt in CMOSandusedto designcircuitsbothwith andwithout
memory elementsWe shov that with our new designstratey, our circuits can op-
erateat highly noisy conditionsand provide superiornoiseimmunity, and at reduced
power dissipation.If extendedto morecomple circuits, our approachcouldleadto a
paradigmshiftin computingarchitecturghatwould still be compatiblewith real-world
technology



2 Mark ov Random Fields

Fig. 1. A logic circuit andits dependencgraphfor a simpleMarkov random eld.

Future nanoscalesystemare going to be facedwith mary reliability challenges.
Thesesystemscanexpectthe frequentoccurrencenf both soft faultsdueto noiseand
signalcoupling,and hardfaultsdueto processvariationsanddefects As a result,we
proposea new approacto the designandoperationof logic circuitsandarchitectures
basedn Markov RandomFields.Underthis frameawork, logic statesareconsideredo
be randomvariables,and one no longerexpectsa correctlogic signalat all nodesat
all times, but only thatthe joint probability distribution of signalvalueshasthe high-
estlikelihoodfor valid logic statesMarkov RandonmFieldshave beenusedextensiely
in otherareasoutsideof logic design,mostnotablypatternrecognitionandcommuni-
cation,asa way of effectively handlingfault-pronedata.lts successfubhpplicationto
suchproblemsled to our explorationof its applicationto logic designaswell. In the
following paragraphsye provide a brief introductionto Markov RandomFields,and
how they maybeusedto describecircuit behavior.

The Markov RandomField de nes a setof randomvariableswhich caneachtake
on variousvaluesand interactwith other similar randomvariablesin a nite neigh-
borhood[2]. Logic circuits canbe expressedn termsof suchneighborhoodsindthe
interactionof the logic statesandvariablescanberepresentedsa dependencgraph.
Figure 1 shavs a simple multi-level circuit andits correspondinglependencgraph.
In this casethe graphis equialentto a Markov random eld, wherethe nodesarethe
randomlogic variablesandtheedgesaretheconditionaldependencidsetweerthevari-
ables.t is importantto notethatthereis no notion of directedliogic o w andcausality
just statisticaldependenceror instancejf the outputof the rst AND gateis atlogic
1, thenboththeinputsareconstrainedo beatlogic 1 — i.e. thereis a (backward) sta-
tistical dependengbetweerthe outputstateandtheinput state All thelogic variables,
fso; S1;S2; S3; S4; S50, in the example,arevaryingin a randommannerover the range
of the logic signallevels. The correctlogic statesare thosethat maximizetheir joint
probability, i.e.,thecorrectlogic operatiorfor theexamplecorrespond$o thevariables
thatmaximize,p(So; S1; S2; S3; S4; S5)-



In thegraphof Figurel, threedistinctsetsof cliques(i.e., thesetsof fully connected
subset®f thenodesn thegraph)f so; s1; 530, f S2; S3; S40, f S4; Ssg areobsened.These
cliquesrepresenthelocal statisticaldependenciesf thelogic statesThecrucialfactor
for probabilisticcircuit designis thatthefull setof nodeg(logic variables)n thecircuit
canbe factoredinto a productof joint probabilitiesin the setof cliquesthatdescribe
thelocalinteractionslUsingtheHammerslg Clifford theorem[3], thejoint probability
distribution canbewritten as,

1 Y U(sc)
pS) =5 e (1)
c2C

whereS is the setof all nodesin the dependencgraph,C is the setof cliques,s; is
thesetof nodesin acliquec, U(s,) is thecliqueenegy function,andUy is anabstract
term that de nes the sharpnes®f the probability distribution. The term Z is called
thepartition functionandis a constantequiredto normalizethe probabilityfunctionto
[0,1]. Notethatalthoughcliqueenegy mayhave a physicalrealizationfor our purposes
we interpretthis asalogic compatibility function.

3 Building MRF Elementsin CMOS

For the MRF modelto bemappedntoa CMOScircuit, we requiretwo essentialngre-
dients:

— Eachlogic state X j, shouldberepresentedsa bistablestorage elementtakingon
logical valuesof "0” an”1” with equalprobability The probability for ary other
signalvalueshouldbelow.

— The constraintsof eachlogic graphclique shouldbe enfoiced by feedbak to the
appropriatestorageelementsjmplementingthe logic compatibility functionsto
maximizethejoint probability of the correctlogical values.

The rst requirementnsuresthatthe MRF logic statesaremaintainedsothatthe con-
ditional probabilitiesamongthe neighboringelementscan propagte. The feedback
paths,requiredby the seconddesignprinciple, are basedon conditionalprobabilities
andinsurethatthe correctlogic stateis the mostprobablestate.

Considethetruthtableof atwo-inputNAND gateshovnin Tablel. All valid states
in thetablearelabeledwith f =1 while the invalid input-outputpairsarelabeledwith
f =0. By summingover all valid statesthe logic compatibility function or the clique
enepy functionof the NAND2 gatecanbeobtainedas:

Uc(Xo; X1;X2) = x3x9x2 + xOx1x2 + xoxIx2 + Xox1XJ 2)
This equationfor the NAND gatecanbere-expresseds:
Uc(Xoi X1 X2) = (X§ + X9)Xz + XoX1X3 ©)

Usingthis factoredform of Equation2, amappingof the NAND gatecanbecreatedas
shavnin Figure2.
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Table 1. Thelogic compatibility tablefor a two-inputNAND gateasa function of all possible
input-outputpairs.
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Fig. 2. An MRF NAND gateimplementationTheinputsarexo andxi, theoutputis x».
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The mappingconsistsof a OAl (OR-AND-INV) gateimplementingthe rst term
(x3 + x9)x, anda 3-input static CMOS NAND gate implementingthe secondterm
XoX1X3. Usingthisfactorizatiortechniquehigherfan-incircuitscanbecreatedwithout
exponentiallyincreasinghe circuit areaandcompleity.

We simulatedthe MRF NAND gatein SPICEusingthe 70 nm Berkeley predictive
technologymodel[4] at Vpp = 0:15V andT = 100 C. The useof subthreshold
Vpbp allowsusto shawv the advantageof probabilisticcomputationin ultimate CMOS
devicesand alsoto capturethe noisemaigin reductiondue to thermalnoise effects,
electromagneticoupling, hot-electroneffectsaswell asthresholdvariations.For our
simulations,noiseis modeledusinga 60mV RMS Gaussiarmodel, which is of the
orderexpectedfor ultimate CMOS [5]. The simulationof the optimizedNAND gate
subjectedo uncorrelatechoisy inputsis shavn in Figure 3. As canbe seenfrom the
gure, the outputof a regular static CMOS NAND gate is very noisy, renderingthe
gate unusableHowever, the MRF NAND gate provides stablevoltageoperationand
excellent noise immunity, similar to the mappingpresentedn [5], but at a reduced

transistorcount.
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Fig. 3. Simulationof regularstaticCMOSNAND andMRF NAND gatein presencef noise.

||std.gate3MRF mappind|

1-input 20
2-input 28
3-input 36
4-input 44
5-input 48

Table 2. Comparisorof transistorcountsfor multiple-inputstandardViRF elements.

Table 2 shaws the transistorcountsfor differentgates(given asa function of its
inputs)mappednto MRF elementsFor all MRF elementsthe feedbackcomponents
mustbe sizedslightly larger to eliminatethe possibility of ary metastablestatesthat
might arisedueto contentionbetweertheinput andfeedback.

The fan-in of the MRF elementds limited only by the maximumnumberof tran-
sistorsconnectedn seriesin their transistoflevel implementationsk-or instancejn the
2-inputMRF NAND elemenshavnin Figure2, a3-highstackis requiredto implement
the OAIl gatewithin theelementin generalanN -input MRF elementwvould requireat
most(N + 1) transistorsn seriesin the transistotlevel implementationFor practical
purposeswe mayneedto limit themaximumstacksizeof thecircuit to four transistors.

We have alsocomparedhe power dissipationof MCNC'91 combinationabench-
mark circuits mappedonto both our MRF elementsoperatingat 150mV andregular
static CMOS gatesrunningat 1V (the expectedVpp for 70nmtechnolayy). Prelim-
inary simulationresultsshav that our MRF approachprovides a signi cant power
adwantage—aroun83% reducedpower dissipation,on average—forcircuits contain-
ing over 1000gateg[6].



4 Applying the MRF Approachto SequentialLogic

The designsdescribedso far are applicableto combinationalcircuits. However, note
that a static combinationalgate always hasavailable input and outputvariablesso a
compatibilityfunctionor logic graphcliquebasedn the constraintdetweennputand
outputcan easily be constructedtherebyexploiting causalitywhen generatingfeed-
back.However, in the caseof sequentialogic, wheresignalsarelatchedinto memory
elementsthis notion of causalityis lost at the clock edgeboundary so a somavhat
differentapproachis needed.

In orderto betterunderstandur approachfor handlingsequentialogic we rst
briey describetraditional approacheshat increasereliability against soft errorsby
employing spaceredundang, suchasNAND multiplexing [7], triple-modularredun-
dang [8], N-modularredundang andcascadedriple-modularredundang [9]. Triple
modularredundang (TMR) usesthreecopiesof the samemoduleworking in parallel.
Theoutputsof themodulesaresentto a majority voting logic. Themodulescanbeata
singlegate,logical block or functionalunit dependingon the amountof errortolerance
requiredin the systemWhile TMR providesrelief from error causedn a singleunit,
errorin two or moreof thethreemoduleswill causehelogic to fail. The TMR process
canberepeatedy takingeachTMR moduleasa single module,makingthreecopies
andthencombiningthe outputsof theindividual TMR unitswith anothemajority gate.
This methodof redundang is calledcascaded MR (CTMR). A TMR canbe consid-
eredto bea 0" orderCTMR. While TMR and CTMR greatlyincreasethe reliability
of the systemin the presenc®f transienfaults,the mainassumptiormadein all these
redundang processess thatthe nal majority voting gateis perfectandfreefrom the
samefailuresthattherestof thecircuitry is facing.

We have extendedthe probabilisticapproactdescribedn the previous sectionso
createnev MRF elementgo handlesoft errorsand single event upsetsin sequential
logic. Theideasis the sameasfor combinationalogic: reinforcethe mostprobabilisti-
cally correctstateandpreventthe logic from taking on erroneousralues.However, to
reinforcecorrectstatebehaior for sequentialogic, we resortto stateduplicationin or-
derto createconstraintgor thelogic graph.Unlike previousapproachebasedn space
redundanyg, our proposednechanisnis a feedbackbasedreinforcer that canoperate
without requiringthatary partof thecircuit befreefrom soft errorsor upsetsWhatwe
reinforcethroughfeedbacks the valueof the dominantstateassignment.

Considera simplethree-nodenetwork: sp; s; ands, whereeachnodeis supposed
to maintaina givenlogic value.In theideal case whereall threenodeseitherstorea
logic oneor alogic zerostate the successfubperationof the gateis designatedy the
compatibility functionf (sp; s1;S2) asshavn in Figure4. Herewe list all the possible
statesvalid stateswith f = 1 andinvalid stateswith f = 0. Thelogic compatibility or
thecliqueenegy [10] of thefunctioncanbeobtainedby summingover all valid states.

Ue = (S0S1S2 + S9s9s9 (4)
Using this logic compatibility function derived in Equation4 our goal is to createa

CMOSmappingthatwill ensurehatthejoint probabilityof thethreestatesorrespond-
ing to thevalid logical operations maximized.Following therecipefor mappingMRF
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Fig. 4. Thelogic compatibilityfunctionfor the three-stateeinforcerwith all possiblestates.

networksinto CMOSstructureg5], theMRF implementatiorof thereinforceris shavn
in Figure5. Whena singleeventupsetoccursthe errorwill changethevaluestoredin
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Fig. 5. A circuit encodingfor the MRF reinforcer Thereinforcercorrectghevalue(shovn by an
arrav) atnodes; whichinitially deviatedfrom its correctstate.
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oneof the threeelementscausingan instability in the MRF system.The circuit then
correctgheoffendingnodeby providing correctfeedbacko it. While amajority voting
mechanismwould alsobe effective in handlinga single event upsetat a single node,
thanmainadwantageof thereinforcertraditionalredundang schemess its toleranceto
noise.

The simulationsof the MRF reinforcer the standardmajority gatebasedTMR and
the 1st-ordelICTMR is presentedhn Figure6. The simulationresultsarefor all possible
combinationof the threetriplicatedinputs. Given perfectconditions,all threeinputs
would be the same;however, in the presenceof extremenoiseand single-biterrors,
ary of the eightinput casesarelikely. While all threedesignsareequallygoodat han-
dling singleeventupsetsn anoise-freeervironment,only theMRF reinforcerperforms
remarkablywell undernoisy conditions.
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Fig. 6. StandardCMOS majority gateandMRF reinforceroperationat subthresholdupplyvolt-

age.TheMRF reinforceroutputis stable whereashe TMR and1®' -orderCTMR switchbetween
correctandincorrectoutputvalues.

We have alsoextendedthe ideaof the MRF reinforcerto protectlargerdatasetsin
amemorystructureusingHammingerrorcorrectingcodeg11]. TheMRF ECCdiffers
from traditionalECCin two fundamentalvays: (i) bothdataandparity bits aretreated
equallyin theMRF graphnode,and(ii) errordetectiorandcorrectionis donenaturally
in the systemwithout explicit decoding.

A (6,3)codehasaminimumHammingdistanceof 3 for thedetectiorandcorrection
of all one-biterrors.Given a setof databits d,, d; anddp, the threeparity bits p,,p;
andpo canbecomputedrom thefollowing setof constraintequations,

d; do=p2
d di=p:
di do= po )

Theseconstraintequationanbe usedto generateall possiblecodevordsfor the (6,3)
HammingdecoderThegeneratedodeavordsareshovn in Table3.

Traditionalmethodsf Hammingdecodingproceediy rst computingasyndrome,
locatingtheerrorpositionbasednthe syndromegenerateédndthenexplicitly correct-
ing the erroneousit. However, dueto all nodesinteractingwith eachotherandbeing
interdependengxplicit locationandcorrectionof single-biterroris notrequiredfor the
MRF approachlf anerroroccurson ary of the dataor the parity bits, feedbackirom
all the othererrorfree nodesallows the circuit to correctthe nodewith the errorback
to the correctstatewithout explicit identi cation of theerroneousode.

The codevord shavn in Table3 canbe consideredsthe compatibility function of
the MRF Hammingdecoder;a uni ed constraintequationcanbe generatedrom the



d2d1do |P2p1Po
000 | 00O
001|101
010|011
011110
100|110
101|011
110|101
111|000

Table 3. Codevord for (6,3) HammingeECCscheme.

table,aswasdonein [11]. Alternatively, a CMOS mappingcanbe obtainedusingthe
individual constraintequationgatherthantheuni ed equationConsidetthe rst of the
threeequationdrom Equation5 whered, anddy are XORedto getp,. This relation
canbe expandedandwritten asthe compatibility function similar to the oneshavn in
Equation2.

Uc(dy; do; p2) = d9dp3 + d9dopz + dadpz + dadopd (6)

Theconstraintequatiorfor theremainingtwo parity equationsanbewritten similarly.
We now take thesethreeseparateonstraintequationsand createthe circuit shavn in
Figure7. The circuit consistsof storage nodes oneeachfor d,, dq, dg, P2, p1, po and
their complementsThe stablestatesof thesenodescorrespondo the maximumproba-
bility con gurationsof thevariablesThetopfour NAND gatesshavn in thecircuit are
for the mintermsof the rst parity equationandthe remainingfor the secondandthird
equationsThe feedbacko d, comesfrom the mintermscontainingits complementn
the rst equationaswell asthetermsof the secondone.Similarly for d; anddp.

The CMOSrepresentatioshavn in Figure7 guaranteethatthe probability distri-
bution of the valid codevordsis maximized.On a single-biterror, the distribution of
theincorrectcodevordis closerto oneof thevalid codevordsbecaus®f theHamming
distanceconstraintWhenanerroroccursin the storagenodesjnteractionbetweerthe
differentnodescauseghe systento be unstableandeventuallygainsstability by forc-
ing theincorrectnodeto its correctvalueusingthefeedbackpath.If noerroris present,
the feedbackpath just reinforcesthe correctvaluesbackto the nodes.Note that the
feedbackis in contentiorwith theinputvaluesto thenodesIn ourdesignthefeedback
gatesaresizedslightly largerto preventary metastablestatesthat might arisedueto
this contention.

We have comparedria SPICEsimulationour proposedVIRF approacho thatof a
traditionalECCimplementatiorin CMOSin termsof transistorcountandpower dissi-
pation.Our mappingis comparabléo the areaof the traditionalsyndromedecoderin
addition,the power for noisy conditionsshows thatthe regularsyndromedecodemuses
slightly more power comparedo our MRF mapping.This is attributedto the factthat
the noisetoleranceand ltering propertyof the MRF reduceghe short-circuitpower.
We emphasiz¢hatthetraditionalschemevould notbe ableto operatecorrectlyat such
low-voltageand high noiselevels. Hencewe also simulatedthe traditional Hamming
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Fig. 7. Circuit schematidor a nev mappingof MRF (6,3) Hammingdecoder

decoderat the recommendegower supplyof 1V wherethe signalto noiseratio was
much highet leadingto reliable computation.The addedreliability with increasen
power supply voltagecamewith a 12X power overheadcomparedo our MRF tech-
nique[6].

5 Conclusions

As device aresizeddown to the nanoscal@ndsupplyvoltagescaledown below 0.5V,
circuit designswill needto accountfor signi cant signalnoisein orderto guarantee
reliable computation We have demonstratedhat probabilisticcomputationbasedon
MRF principlesmay be implementedef ciently in CMOS circuitry for both combi-
nationaland sequentiakircuits. The MRF techniqueprovides enhancedeliability at
lower power consumptiorwith reasonablareaoverhead.
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